
Analysis of business processes compliance with LGPD

Abstract. News about data leaks of private and confidential data are being
reported with increasing frequency. To mitigate these issues, governments have
taken actions to ensure that companies raise their investments and the actions
related to user's data security and privacy. Laws were created, like the European
General Data Protection Regulation (GDPR) and the Brazilian law called
LGPD (Lei Geral de Proteção de Dados, in portuguese, or General Law of Data
Protection), which define the privacy rights on user data and establishes
penalties to the companies which do not comply with the law. Data privacy and
security, which are fundamental non-functional requirements for many
socio-technical systems, became a priority among the problems faced by many
companies. These systems support business processes that are of fundamental
importance in a compliance program with these laws and to balance
transparency on the services provided. This tutorial will discuss the importance
of developing privacy-aware systems and business processes and present a
method to obtain LGPD compliance in business processes. In particular,
LGPD4BP (LGPD for Business Process) - a method composed by an evaluation
questionnaire and a modelling method supported by a modelling patterns
catalog - will be presented to the audience.

1 Objective

Since data privacy and data security became a priority among the problems faced by
many companies, software systems should be compliant with privacy laws. To
develop or acquire a system, it is necessary to know the requirements that this system
must meet, that is, what the system needs to do, what is its scope and what
functionalities it must present. To define such characteristics, it is necessary to
analyze the business processes to be supported by the system under construction
because it is necessary to clearly understand which process activities will be
automated. Accordingly, business processes are of fundamental importance in a
compliance program with data protection laws. The goal of this tutorial is to detail the
fundamentals of privacy in software intensive products and services [1], discuss the
privacy concern in business processes and present the LGPD4BP method [2]
proposed to evaluate and model business processes in compliance with LGPD [3].

2 Outline of Topics

● Privacy in software intensive products and services : Privacy foundations
(history, definition, privacy vs. security, Personal information vs. Sensitive
information); Privacy by Design and by Default; Privacy concepts (Fair
Information Practice Principles - FIPP and Privacy-Enhancing Technologies -
PET); Privacy-related problems.

● The Brazilian privacy law LGPD: Definition, principles, subjects' rights and the
lawful basis for data processing.
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● Business Process Modeling: Definition, overview of the main elements of BPMN
(Business Process Modeling and Notation) and examples.

● Overview of the LGPD4BP method and exercises.

3 Target audience

This tutorial is suitable for industrial practitioners, researchers as well as students who
are interested (beginners) in understanding privacy in software intensive products and
services, and business processes compliance with LGPD. No prior skills are required.
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5 Tutorial presentation

The tutorial will be presented on-line and in Portuguese.
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